IlamsaTKa 0 cmoco0ax coMUaJIbHON NHKeHEPUU M He0OX0IUMBIX Mepax
0e30MmacHOCTH

CoumanbHas MH)XXEHEPUS WM «aTaka Ha 4YellOBEKa» — 3TO COBOKYHHOCTb
MICUXOJIOTUYECKUX U COLMOJIOTUUYECKUX MPUEMOB, METOJOB U TEXHOJIOT U1, KOTOpPbHIE
MO3BOJIAIOT MOJMYYUTh JOCTYM K KOH(UACHIMAIHLHON HH(pOpMaIUu.

KubepnpecTynHukm Bce yarie UCIO0JIb3YIOT METOAbl COLUATbHON HHKEHEPHUH
JUTsl TPOHUKHOBEHUS B MUHGPACTPYKTYpY OpraHU3aluu NpHu 1esieBo atake. CoryiacHO
CTaTUCTUKE, KOJUYECTBO ATaK C MCIOJb30BAHUEM COLMAIBHON MH¥keHepuu B 2021
roay Bbipociio Ha 216%. 310yMBINUIEHHUKH, TPEATPUHUMAS MOMBITKH HAUTHA TOCTYII
K CHCTEME WJIM LIEHHBIM JAHHBIM, UCMOJIb3YIOT CAMOE YSI3BUMOE 3BEHO — YEJIOBEKA.
[IpocToii mpumep — TenmeOHHBIN 3BOHOK, T/I€ PECTYIMHUK BBIAET ce0s 32 KOTO-TO
JIPYroro, MbITasICh y3HaTh y a00OHEHTa KOH(PUIESHITMAILHYIO HHGOPMAIIUIO, UTpas Ha
YyBCTBax YEJIOBEKAa, OOMaHbIBas WM HIaHTaxupys ero. K coxaneHuto, MHOTHE
OpOJOJDKAIOT IONAAaThCsl HA TAaKUE JIOBYIIKM W JOBEPUYMBO PACCKa3bIBAIOT
COLMAIBHBIM XaKepaM BCE, UYTO UM HY>KHO.

UenoBeueckuit ¢dakTtop MO-TPEKHEMY OCTaeTcsl cjaabbiM 3BEHOM B OO0
CHUCTEME 3alllUThl, MOATOMY CEroJHs Kak HHUKOTJa BO3pacTaeT MOTPEOHOCTH B
00y4eHUHN COTPYAHUKOB OCHOBaM MH(GOPMAIIMOHHONW 0€30MacHOCTH.

Takke CTOUT OTMETUTh, YTO HA TEKYIIMH MOMEHT COIMaIbHAs WHKEHEPUS
yCTaHOBUJIA MPOYHYIO CBSI3b ¢ KHOEPIIPECTYMHOCTHIO,

PaccmoTpuM caMble MONMyJisipHbIe METOAbI COLUAIBHOM HHKEHEPUH

Tak Ha3piBaeMas «ATaka Ha 4YEJOBEKA» MOKET NMPOU3BOJIUTHCS MO MHOTUM
CLIEHapHsIM, HO CYILECTBYET HECKOJbKO HauOoJiee pacrpOCTPaHEHHBIX TEXHUK
paboThI 37I0YMBIIUICHHUKOB.

D UIMHT

OcHo8HOU YNOP HA HEEHUMAENLHOCHID.

Meron c6opa Mmosb30BaTeNbCKUX TAHHBIX AJII aBTOPU3ALUU — OOBIYHO 3TO
MacCOBBIE PACCBUIKM CIlamMa II0 3JEKTPOHHOM MoyTe. B KiaccHMuecKoM cueHapuu
HA MOYTy KEPTBBl NPUXOAUT MOJAECIBHOE MHCBMO OT KAaKOM-TO H3BECTHOMU
OpraHu3aIuy ¢ MPOChOOM NepelTH MO CChUIKE M aBTOPU30BATHCS (BBOJI KOMOUHAIIMU
J0oruH/mapoiib). YToObl BBI3BATH OOJIbIIE TOBEPHS, MOUIEHHUKH MPUIYMBIBAIOT
cepbE3HbIE IPUYMHBI ISl IEPEX0/1a MO CCHUIKE: HAIPUMEP, NPOCAT NOTEHUUAIBHYIO
XKEpTBY OOHOBUTH MApOJb WJIM BBECTH PA3JUYHOTO pojaa MEPCOHATbHYIO
unpopmaruio (OGUO, Homep TenedoHa, JOJKHOCTH U T.1.).

Tposin

OCHOBHOIL YNOp HA HEBHUMAMENbHOCb, 008epUe.

Bupyc He 3ps moayqu1 CBOE Ha3BaHKE 110 MPUHITUITY PaOOTHI TPOSTHCKOTO KOHSI
u3 qpeBHerpedeckoro Muda. Toibko MNpPUMaHKOW 37ech cTaHoBWTcs —email-
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co00I1eHrEe, KOTOPOE MPH KIACCUIESCKOM CIICHAPUU MOIIIEHHUKOB 00€IaeT OBICTPYIO
MPUOBLIb, BBIUTPHIIT WM JPYTHE «30J0ThIe TOPHD)» — HO B PE3YNbTAaTe YEIOBEK
MOJy4aeT BUPYC, C MOMOIIbIO KOTOPOrO 3JIOYMBIIUICHHUKA KPaayT €ro JaHHbIE.
JlaHHBIM BHJ aTakd TOXKE HEOOXOIMMO OTHOCHTh K METOJaM COIMaIbHOM
WH)KEHEPUH, MOTOMY UYTO CO3JaTeld BUpPYCA Kak MPaBWJIO XOPOIIO 3HAIOT, Kak
3aMacKUpOBaTh BPEAOHOCHYIO MPOTpaMMy, UTOOBI Bbl HaBEpHSKA KIMKHYJIH T10
HY>KHOM CCBIJIKE, CKaJalld ¥ 3aIyCTHIN (aii.

YacTo COTPpYAHUKHA HENPEIHAMEPEHHO TMOMOTAIOT 3JI0YMBIIDUICHHUKY B
Pa3BUTHH aTakd, MEpechlyas 3apaXCHHOE MUChMO KOJUIEraM C MPOCHhOOM OTKPHITH
BJIOKCHHUE WJIM TIEPEUTH MO Ccchuike. Hampumep, B Tene muchbMa MCHOJB3YHOTCS
GOpMYIHpPOBKM W3 TOBCEIHEBHOM CIYKEOHOW JEATEIHHOCTU. «YBaKacMble
HAYaJIbHUKW TOJIpa3JIelIeHUid, HampapisieM rpaduK OTHYCKOB Ha TEKYIIMA TOJ.
[Ipocum noBectn 10 COTpyIHHMKOB M T.1. C yBaxeHuem, oTAen Kaaposy». llpu
MOJIOKUTEIHHOM JJISI 3710 YMBIIIUIEHHUKOB Pa3BUTHH COOBITHI MTUCHMO TEPECHIIACTCS
1o opraHu3anuu. B cBoro ouepenps COTpyIHUK, NOJTYYUBIIHN MTUCHMO YK€ OT CBOETO
KOJUIETH a0COJIIOTHO HE M0JI03PEBAET O HAJTMYMH CChUIOK Ha BpegoHocHoe [10.

Kak TOmbKO 3JIOYMBINUICHHUK YOEAWICS, YTO COTPYAHHMK TPUHSIT €ro 3a
KOJUJIETY WJIM KaKOE-TO JIOBEPEHHOE JIMIIO, pacpOCTPaHUII TMChMO IO OpTraHU3alNH,
B XOJI¢ JNaJbHEHUIIEeH MEPErnUCKH OH MOJKET MOMBITAThCS MOJYYHUTh HYXKHYIO €MY
nH(OpPMAIHIO, HE BBI3BIBAS ITOI03PEHUIN. Tak MOYKHO y3HATh BEPCHIO HCTIOIB3YEMOTO
[10, namuume aHTHUBUpPYCa Ha pabOYeM KOMITBIOTEPE, SICKTPOHHYIO TOUTY APYTUX
COTPYIHUKOB, HOMEpa MOOWIBHBIX TelIe(POHOB, CTPYKTYpy KoMmmanuu. Bce 310
NPEACTaBISIET 1EHHOCTh M MOXET UCMOJb30BarbCsl MNpPU IUIAHUPOBAHUU U
MPOBEAECHUN MOCIEAYIONMX COUMOTEXHUYECKUX aTaK.

310YMBIIUIEHHUKA YacTO OMNUPAIOTCS Ha CTpax, XaJaHOCTb, HAJIEKbI,
OXHUJIAaHWSI U APYTHE IMOLHMH, KOTOPbIE MOTYT 3aCTaBUTh IMOJIb30BATENS OAIATHCS
CUIOMUHYTHOU ciaboct. Korjna BHe3amHO Ha MOYTY MPUXOJUT MUCHBMO «CIHUCOK
COTPY/JIHUKOB Ha YBOJBHEHHE» — TMOJIb30BaTeNlb 3a0bIBaeT 00 3JEMEHTapHBIX
MpaBuUjiaX TEXHUKH KHOEpOE30MacHOCTH, OH JaXEe HE 3aJyMbIBACTCS, NOYEMY €MY
BOOOIIIE TPUIILIO TTOJO0HOE MHUCHMO.

YacTo ObIBaeT Tak, 4TO UMEHHO TeMa MUChMa MOOYKIaeT COTPYIHUKA OTKPHITh
€ro, epPenTH 110 CChIJIKe, CKauaTh U 3aIyCTUTh (paiis1, He pa3Oupasch — KTO ajapecar
Y [I0YEMY JIOMEH OTIPABUTENS HAMMKUCAH KaK-TO CTPAHHO.

Eciu HemocTaTouyHO BHUMATEIBHO OTHECTUCH K TPOYTEHUIO TAKOTO MTUChMA, TO
MOJBOX 3aMETUTHh HEMPOCTO.

[Ipeackazyemo cTpax yBOJIbHEHHS MJIM COKPAILEHUS — JOCTATOYHO MOIIHBIN
dakTop, 9TOOBI 3a0BITh O MpaBWIaX HHPOPMAIMOHHOW 0E30TaCHOCTH: IHUCHhMaA C
TaKOM TeMOl B OOJBIIMHCTBE CJydaeB MOOYKIAM MOJb30BaTeNeld COBEPIIUTH
MOTEHIHAIILHO OMACHOE AEUCTBHE. BBICOKMI MPOILEHT yciexa MOKa3bIBAOT MTUCHMa,
TO€ €CTh CJOBA  «IIPEMUS»,  «IIOOILIPEHUE»,  «IIOBBIIICHHE  3apIUiaThD):



310YMBIIUIEHHUK MOXKET TAKXKE MONBITATHCS ITPUBSI3aTh TEMY PACCHUIKH K KAKOMY -TO
3HAMEHATEeJIbHOMY COOBITHIO (€CJIM pacioiaraet, HalpuMep, CBEACHUSIMHU O HEJABHO
IPOIIEAIIEM B KOMIAHUHU KOPIOPATUBE), TPOPECCUOHATLHBIM U FOCYIaPCTBEHHBIM
IIpa3JHUKAM.

Jopo:xHoe s10,10K0

OcHo6HOU Ynop Ha 008epuUU80Cb, IIOOONLINCIMEBO

[IpenactaBnsier co0Oo¥ amanTanyio TPOSHCKOTO KOHSI W COCTOHT B
VCTOJIb30BAHUU buznuecKux HOCUTENEN (CD, GidII-HaKOHUTENEH ).
3I0yMBIIIUIEHHUK OOBIYHO TOJ0pachiBa€T TaKOW HOCHTENb B OOIIEIOCTYITHBIX
MECTax Ha TEPPUTOPUM KOMMAHUM (MMAPKOBKH, CTOJIOBbIE, pabouyue MecTa
COTPYAHUKOB, TyaJieThl). J[Jis1 TOro, 4TOOBI y COTPY/THUKA BOSHUK MHTEPEC K TaHHOMY
HOCHTEJNIO, 3JIOYMBIIUIEHHUK MO>KET HAHECTH HA HOCUTENb JIOTOTUIT KOMIAHUU U
KaKylo-HUOyAb moanuch. Hampumep, «JgaHHbIE O TpoJaxax», «3apIiuiara
COTPYAHUKOBY, KOTYET B HAIOTOBYIO» U JIPYTOE.

Yceayra 3a ycayry

OcHOBHOLL YNop HA 008ePUUBOCTDL

Hcnosp3yst 3TOT METOH, 3JIOYMBINUIEHHUK MPEICTABIAETCS COTPYAHUKOM
CIykObl TEXHHMYECKOW TMOJJIEPKKH M CIpalMBaeT O Haimuyuu cOoeB B pabote
OpOTPaMMHOTO OOecTeyeHus, MpeasiaraeT HMCIPaBUTh BO3HUKIINE HEMOJAIKU
B CUCTEME JIM00 MPeayNpeaUTh O BEPOSITHOCTH UX HACTYIUICHHUS, XOTS HA CAMOM JIEJie
npobisiem B padote 1O He Bo3HuKan0. KepTBa BepUT B HAIMYNE HEUCTIPABHOCTEH H,
BBITIOJTHSAS YKa3aHUs XaKepa, JUIHO TepenaéT eMy TOCTYM K BaXHOW HH(POPMAIIHH.

PacnipocTpaHeHHbIl CIIeHapHif, KOTJIa TMO0Jb30BaTeNlb caM TOBOPUT 00
OTCYTCTBUM BPEMEHU M COOOIIAET HEOOXOAMMBbIE MapOiM JJIsl TOro, 4YTOObI
COTPYOHUK TEXHUYECKOW TMOJJEPKKH CAMOCTOSTEIbHO MPOBEI HEOOXOAUMbIE
MaHUITYJISLUH.

OOpaTHasi conuaabHas HHAKEHEPUsI

OcHo8HOU Ynop HA 008epUUBOCMb, HEBHUMAMETbHOCHLb

Meronuka HampaBlieHa Ha TO, 4YTOOBI JKepTBa cama oOparuiaach K
COLMATbHOMY HWHXXCEHEPY M BbIJaJla €My HEOOXOIUMBIC CBEICHHUSA. DTO MOXKET
JOCTUTAThCSI HECKOJILKUMHU MYTIMU:

Buenpenue ocoboro 11O

OcHoseHOU YNnop Ha HEGHUMAMENbHOCHb

Ha snexkTpoHHy0 MOYTY MOCTYMAeT MUCHhMO, HH(OOPMHUPYIOIIECE O BO3ZMOYKHBIX
c0osix B paboTe 4acTo HMCIOJIb3YEMOr0 MPOrPaMMHOr0 oOecreueHus (Harpumep,
naker o(UCHBIX Mporpamm). B 3ToM ke muchbMe yKazaHbl KOHTAKTHBIE JaHHBIC
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CIIEUATMCTA TEXHUYECKOU TMOJJIEPKKH, UCIOJIb3yEMbIE 3J10yMbILUIEHHUKOM. [Ipu
BO3HUKHOBEHHMH c00si B pabote BhimenepeuncieHHoro IIO, mnoas30Barenn
BCIIOMMHAET O paHee TMOCTYNUBIIEM MPEAYNPEKICHUU U CBSI3BIBACTCS CO
3JI0YMBIIIUIEHHUKOM B JIMIIE TEXHUYECKOTO CIEIUAINCTA.

Taxum 06pazom, cutyarus 3apaHee oJCTPOEHA, 10JIb30BaTENb CBA3BIBACTCS C
couuanbHbIM XakepoM. HanmaxkuBas paboty I1O, npousBoaarcst HE0OX0uMBbIE IS
B3JIOMa MaHUMYJSAIMUA. A KOrja B3JOM OOHApyKHUBAeTCs, COLMAIBHBIN WH)KEHEp
ocTaéTcsi BHE MOJ03pEHUs (ITOCKOJbKY CO3/JaeTcsl BIEUATIEHHs, YTO OH MOMOTall
BaM).

SAKJIIOYEHUE
C yderoM  M3IOXEHHOTO, CaMmble  PacIpPOCTPAHEHHBIE  CIEHApUU

BBINICYKA3aHHBIX aTaK peam3yroTcs myTeM email-pacchuiok.

[IpyunHOK TOMY OTHOCHUTENIBHAS JELIEBA3HA M MPOCTOTA TAKUX METOAOB, a
TaKke BbICOKasi 3(h)(hEeKTUBHOCTb.

Ha Ttekynmii MOMEHT 1€J€BOM BEKTOp MOJOOHBIX aTak 3HAUYUTEIHLHO
CMECTWJICS. OT TIOJydeHHs JocTynma K uHbopMamuu K €€ YHHYTOXKEHHUIO
(6:710KMpPOBaHUIO) ITyTEM MPUMEHEHUS BUPYCOB-IIN(POBAIBIIUKOB.

JInst psiiOBBIX MOJIB30BATENEN CaMbI AKTYaJbHBIM U JIEUCTBEHHBIM COBET —
BCET/Ia OCTaBaThCsl OOUTENBHBIMM, TPOBEPATH HHPOpMaLUI0 00 OTIpaBUTENe,
OpEeXJIe YEM MEPEUTH MO CChUIKE WM CKayaTh MpejaraeMblid ¢aitn — ydenurnes,
YTO 3TO HE BpeAoHOCHBIM pecypc. Ilomydyennbie (Qaiiabl nepes  OTKPBITHEM
HEOOX0AMMO TpoBeputh ¢ mnomoupio aHtuBupycHoro IIO. Crout Takxke
YAOCTOBEPUTHCS, YTO JOMEH OTIPABUTENS JICTUTUMHBIM W pealbHbIi. B ciydae
BO3HUKHOBEHUSI COMHEHHI, PEKOMEHYETCS POBEPUTH, IEUCTBUTENBHO JIM aJIpecar
OTHPABJI JaHHOE IMCbMO M SIBJIETCS JM OH HACTOSIIMM BJIAJENBIEM JOMEHA U
(UM) SJEKTPOHHOTO SIMKA, CBS3aBUIMCh C HUM KakKUM-TO albT€PHATHUBHBIM
Croco0oM, HalpuMep, Yepe3 MECCEHKEP WU 0 TeNeoHy.

CBoeBpeMEHHOE BBISIBICHHE U TMpPECEYEHUE aTaku TMO3BOJUT H30exKaTh
CEPBHE3HBIX MOCJICICTBUM.

Uro kacaercst OpraHu3aluOHHBIX MEP, TO OCHOBOM SIBIISIETCSI CUCTEMATUYECKOE
NOBBIILICHHE OCBEJOMJIEHHOCTH COTPYAHMKOB B 00sacTH WHGOPMALMOHHON
Oe3omacHOCTH.

HccnenoBanue komnanuii B 061actu b nokaseiBarot, yto 38% opraHuzaiiuii
BOOOIIIE HE MMPOBOASAT TPEHUHTH JJII COTPYAHUKOB 1o Boripocam b, a 37% nenator
3T0 ¢opmabHO, 0€3 KakoW-T1M00 MPOBEpKH PPEKTUBHOCTU. XOTS MPOBOJUTH
HepruoaNYecKoe 00y4eHrne C KOHTPOJIEM HH(DOPMHUPOBAHHO CTH KAKJOTO COTPYIHUKA
KpaWHe BaxHO. IIpum 3TOM mpomecc NOBBIIEHUS OCBEIOMIICHHOCTH JOJDKEH B
NEepBYI0 OdYepenb ObITh HaNpaBiIeH Ha MPaKTUYECKYI0 CTOPOHY oOecredeHus
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0€30MacHOCTH, a KaXKIbl COTPYAHHUK JOJDKEH MOHUMAaTh CBOM OOS3aHHOCTU U
OTBETCTBEHHOCTH 3a oOecneueHue Ub.

OTnuuHas npakTUKa, KOTAa COTPYAHMKHM ONOBeHaroT nojapasaenceHus Wb o
TOM, YTO UM NIPUILIIO COMHHUTEIbHOE MUCHbMO, OCOOCHHO €CJM 3aMETHO, YTO HaJl
pacchUIKOM THIATEIbHO MopaboTamu. B TakoM ciydae, naxe eciiv 3apaXeHHe WU
yTe€4Ka UMEIM MECTO, €lIe MOYKHO YCIIEThb ONEPATUBHO OTPEAarupoBaTh HA aTaKy U
OPUHATH KOHTPMEPHI.

OcHoOBHBIE MEPBI MO 3aIMTE OT BbINICHECPCIYUCICHHBIX BHIOB
COMMAJIbHBIX aTak.

— CoxpansiiiTe 0AUTeJIbHOCTD. Beerna oOparaiite BHUMaHUE Ha OTIPABUTEIIS
OUCEM U ajipec caiiTa, IJie cOOMpaeTech BBECTH KAKHE-TO JIMUHBIE JAHHBIE.
Ecim 3T0 mouyta Ha JOMEHE KPYIHOW OpTaHM3alH, YAOCTOBEPHTECH, YTO
JOMEH MMEHHO TakOM M B HEM HET omnedarok. Ecim ecTtb COMHEHMS —
CBSDKUTECHh € TEXIMOAJCPKKOW WIM NPEACTABUTEIEM OpraHu3aluu 110
o(UITHATLHBIM KaHaAJIaM.

— MHMcnoab3yiiTe TOJbKO 10BEePeHHbIE HOCUTEJIH HHpOpMaLKH.

— He mnepexoaure Ha mOAO3pHTEbHbIE CAaMTHI M He CKaYuBauTe
COMHHUTEJIbHBIE (palilyIbl, OJIMH U3 CaMBbIX JYYIIMX MOMOIIHUKOB COLMAILHOU
WH)XEHEPUU — JIFOOOTIBITCTBO.

— He ucmoab3yiiTe OAMH H TOT € MAPOJb U1 JOCTyNa K JIMYHBIM M
KOPIIOpPaTUBHBIM (paboumnm) pecypcam.

— MHMcnoab30BaHHe  AHTHUBHPYCHOIO  NPOrPaMMHOIO  o0ecreYeHus.
Henonyienue ero oTKIOYEeHUS.

— CucremMaTHyecKuil HMHCTPYKTa:xK. Bce CcOTpyIHMKM JODKHBI — OBITH
OPOUHCTPYKTUPOBAHBI O TOM, KaK BECTH c€0s1 pu 0OHAPYKEHNH MONBITOK WU
OCYILECTBJICHNSI HE3AKOHHOTO MPOHUKHOBEHMS.



